BO GD&DPT CONG HOA XA HQI CHU NGHIA VIET NAM
Trwong dai hoc SPKT Poc 1ap — Ty do — Hanh phic
Khoa: CNTT folaiaiakeialel
Chwong trinh Giao duc dai hoc
Nganh dao tao: Cong nghé thong tin  trinh d9 dao tao: Pai hoc

Chuong trinh dao tao: Cong ngh¢ thong tin

Dé cuwong chi tiet hoc phan

1. Tén hoc phian: Mang may tinh cin ban M3 hoc phian: NEES340380
2. Tén tiéng Anh: Networking Essentials
3. S tin chi: 4
4. Phan bd thoi gian: (hoc ky 15 tudn) 4(3:1:8)
5. Cac giang vién phu trach hoc phan

1/ GV phu trach chinh: ThS. Huynh Nguyén Chinh

2/ Danh sach giang vién cung GD:

2.1/ ThS. Nguyén Thi Thanh Van

6. Pi¢u kién tham gia hoc tip hoc phan

Moén hoc tién quyét: khong

Mon hoc truwéc: Nhap mon nganh CNTT
7. M ti tém tit hoc phian

Moén hoc nay cung cac cac khai niém co ban trong mang may tinh, dic diém co ban cua cac loai
mang; kién thirc vé& nguyén ly hoat dong cua céc thiét bi mang, cac giao thirc phd bién hoat dong
trong hé thdng mang; cac kién thirc vé thiét ké, cau hinh va van hanh hé thong mang don gian
trén Windows; céac kién thuc vé thiét ké, ciu hinh va van hanh hé théng mang don gian trén
Linux.

8. Chuén diu ra ciia hoc phan

Kién thirc:
8.1/ Trinh bay dugc vai tro cia mang may tinh trong thoi dai ngay nay

8.2/ Trinh bay duogc cac khai niém can ban vé cic mo hinh mang, dac diém cua céc thiét bi mang
pho bién, cac mg dung mang phd bién, nguyén tac truyén/nhéan dir licu qua h¢ thong mang

8.3/ Trinh bay duoc dac diém cua dia chi IP, ciu trac cua dia chi Ipv4 va phan 16p cua dia chi
Ipv4.

8.4/ Trinh bay duogc cac k¥ thuat chia mang con, VLSM, CIDR trén dia chi Ipv4
8.5/ Trinh dic dugc dic diém cua IPv6, so sanh vai IPv4
8.6/ Phan biét dugc mo hinh mang Workgroup va Domain

8.7/ Trinh bay duogc dac diém va cu hinh duoc cac chic nang quan tri User, Group, OU, GPO
trén moi truong Domain.

8.8/ Trinh bay duoc dic diém ctua mot sé dich vu mang phd bién: DNS, DHCP, FTP,...va cai dat
trén Windows server

8.9/ Trinh bay duoc vai trd ctia bao mat trong hé thong mang

8.10/ Trinh bay dugc cac dac diém co ban cia HPH Linux va mot sb 1énh quan tri co ban



Ky néng:
8.11/ Cai dit va cAu hinh duoc mé hinh mang workgroup, Domain, GPO trén Windows Server

8.12/ Cai dat va cdu hinh dugc mot sé tinh nang quan 1y va dich vu mang trén nén Windows
Server: ROUTING, DHCP, DNS, HTTP, FTP,...

8.13/ Thanh thao trong viéc dung cac Iénh dé quan tri can ban hé théng tap tin cua Unix/Linux,
va mdt sO dich vu mang trén nén Unix/Linux: Samba, DHCP

Thai d6 nghé nghiép:
8.14/ C6 thai do nghiém tuc trong nghién ctru

8.15/ Hinh thanh nhan thirc vé phat hién vén dé - thu thip thong tin — Xt 1y cac 18i trong qua
trinh cai dat va cau hinh céc dich vu mang can ban

9. Nhiém vu cia sinh vién

- Dy 16p: t6i thiéu 80 % sb tiét giang

- Bai tap: phai hoan thanh 100% bai tap thuc hanh va bai tdp vé nha do GV giao
11. Tai liéu hoc tap

- Sach, gido trinh chinh: Diane Barett and Todd King, Computer Network Illuminated, 1°
Edition, Jones and Bartlett Publishers, 2005

- S4ch tham khao:

e Brendan Choi, The Subnet Training Guide, EasySubnet, 2007
e Wendell Odom, CCENT/CCNA ICND1 — Official Exam Certification Guide,
Second Edition, Cisco Press, 2008

e Wendell Odom,CCNA ICND2 - Official Exam Certification Guide, Second
Edition, Cisco Press, 2008

e Dan Holme and Orin Thomas, Managing and Maintaining a Microsoft Windows
Server 2003 Environment, Microsoft Press, 2004

e J.C. Mackin and lan McLean, Implementing, Managing, and Maintaining a MS
Windows Server 2003, Microsoft Press, 2004

e Roderick W.Smth, LPIC-1 Linux Professional Institute Certification Study Guide,
Sybex, 2009

12. Ty 1é Phén trim cac thanh phin diém va cac loai hinh danh gia sinh vién : (14)
- Danh gia qua trinh:  30% trong d6 c¢o céc hinh thuc danh gia:
+ Tham dy 16p: 10%
+ Bai tap: 20%
- Thi cubi hoc ky:  70% - thi tu luén d& mo (thoi gian t6i thiéu 60 phut)
13. Thang diém: 10
14. K& hoach thuc hién (N9i dung chi tiét) hoc phan theo tuin (15)

Tuan thw 1: Chwong I: Gidi thiéu (5/0/10) Dy kién cac CDR duge thye
hién sau khi két thic Chwong
- Cadc noi dung GD chinh trén lop: (5) 8.1/ Trinh bay v¢ vai tro cua




+ Mang may tinh la gi?

+ Phén loai mang may tinh
+ M0 hinh mang mé (OSI)
+ Cac giao thirc LAN

+ Giai cac bai tap trén 16p
- PPGD chinh:
+ Thuyét trinh

+ Trinh chiéu Powerpoint

mang may tinh trong thoi dai
ngay nay

8.2/ Trinh bay dugc khai niém
can ban vé cac mé hinh mang,
dic diém cua cac thiét bi mang
pho bién, cac ing dung mang
phé bién, nguyén tic
truyen/nhan dr 1iéu qua hé
thong mang

-Cdic néi dung can tw hoc ¢ nha: (10)

Du kién cac CPR duoc thuc
hién sau khi ty hoc

+ Doc thém: lich st phat trién cua mang may tinh

-Tai liéu hoc tdp can thiét (yéu cau phdi thong nhdt voi

muc 11 néu trén)
+ GT cua Diane Barett and Todd King

8.1/ Trinh bay vé vai trd cua
mang may tinh trong thoi dai
ngay nay

8.2/ Trinh bay dugc khai niém
can ban vé cac mé hinh mang,
dic diém cua céac thiét bi mang
pho bién, céc ung dung mang
phd bién, nguyén tic
tmyen/nhan dir liéu qua hé
thong mang

Tuan thit 2: Chwong 2: Ethernet (5/0/10)

- Cdc noi dung hoc tdp chinh trén Ip:
+ Giao thrc CSMA/CD.

+ Frame Ethernet

+ Mang va thiét bj mang Ethernet.

+ Thiét bi lién mang: Router, Switch

- PPGD chinh:

+ Trinh chiéu Powerpoint

+ Thuyét trinh

8.2/ Trinh bay dugc khai niém
cin ban vé cac mo hinh mang,
dac diém cia cac thiét bi mang
pho bién, cac ing dung mang
phé bién, nguyén tic
truyen/nhan dwr 1iéu qua hé
thong mang

-Cdc noi dung can tw hoc o nha:

+ Doc thém CSMA/CA

Tai liéu hoc tdp can thiét (véu cau phdi thong nhdt véi
muc 11 néu trén)

+ GT cua Diane Barett and Todd King

8.2/ Trinh bay dugc khai niém
can ban vé cac mo hinh mang,
dic diém cua cac thiét bi mang
pho bién, cac (mg dung mang
phd bién, nguyén tic
truyen/nhan dir liéu qua h¢
théng mang




Tuén thir 3: Chwong 3: LAN Switching (5/0/10)

- Cac noi dung hoc tap chinh trén lop:
+ Switch & Switching.

+ Redundancy & Broadcast storm

+ VLAN.

- PPGD chinh:

+ Trinh chiéu Powerpoint

+ Thuyét trinh

+ Lam mau

8.2/ Trinh bay dugc khai niém
can ban vé cac mo hinh mang,
dic diém cua céc thiét bi mang
pho bién, cac ung dung mang
phd bién, nguyén tic
truyen/nhan dr liéu qua h¢
théng mang

-Cdc noi dung cdan tw hoc o nha:

+ DPoc thém: VTP, STP

Tai liéu hoc tap can thiét (véu cau phai théng nhat véi
muc 11 néu trén)

+ GT cua Diane Barett and Todd King

8.2/ Trinh bay dugc khai niém
can ban vé cac mé hinh mang,
dic diém cua cac thiét bi mang
pho bién, céc ung dung mang
pho bién, nguyén tic
truyen/nhan dwr liéu qua hé
thong mang

Tuan thir 4: Chwong 4: Ho giao thirc TCP/IP (5/0/10)

- Cdc noi dung hoc tap chinh trén lop:
+ Layer: Network access.

+ Layer: Internet

+ Layer: Transport

+ Layer: Application

- PPGD chinh:

+ Trinh chiéu Powerpoint

+ Thuyét trinh

+ Lam mau

8.2/ Trinh bay dugc khai niém
can ban vé cac mo hinh mang,
dic diém cua céac thiét bi mang
pho bién, cac mg dung mang
phd bién, nguyén tic
truyen/nhan dir liéu qua h¢
thong mang

-Cdc noi dung can tw hoc o nha:

+ Poc thém: ndi dung li€n quan + bai tap gido vién giao

Tai liéu hoc tdp can thiét (véu cau phdi thong nhdt véi
muc 11 néu trén)

+ GT cua Diane Barett and Todd King

8.2/ Trinh bay dugc khai niém
can ban vé cac mo hinh mang,
dic diém cua céac thiét bi mang
pho bién, cac (mg dung mang
phd bién, nguyén tic
truyen/nhan dir liéu qua hé
thdng mang




Tuén thit 5: Chwong 5: Dia chi IP (5/0/10)

- Cac ngi dung hoc tap chinh trén lop:
+ Tong quan vé IPv4

+ Subnet Mask

+ Phan 16p dia chi

+ Dia chi public va private

+ Chia mang con

+ VLSM, CIDR

+ Tong quan vé IPv6

+ Phéi hop hoat dong cua IPv4 va IPv6
- PPGD chinh:

+ Trinh chiéu Powerpoint

+ Thuyét trinh

+ Lam mau

8.3/ Trinh bay dl}’(_)’C dac diém
cua dia chi IP, cau tric cua dia
chi IP va phan 16p cua dia chi
IP.

8.4/ Trinh bay duogc cac ky
thuat chi mang con, VLSM,
CIDR trén dia chi IP

8.5/ Trinh dic duoc dic diém
cua IPv6, so sanh véi Ipv4

-Cdc noi dung cdan tw hoc o nha:

+ Doc thém: bai tap IP, Subnet, VLSM, CIDR

Tai liéu hoc tdp can thiét (véu cau phdi thong nhdt véi
muc 11 néu trén)

+ GT cua Diane Barett and Todd King

8.3/ Trinh bay duoc dac diém
cua dia chi IP, cau tric cua dia
chi IP va phan 16p cua dia chi
IP.

8.4/ Trinh bay dugc cac ky
thuat chi mang con, VLSM,
CIDR trén dia chi IP

8.5/ Trinh dic dugc dic diém
cua IPv6, so sanh voi Ipv4

Tuan thit 6: Thuc hanh tai phong mdy (Chuong 5)
(0/5/10)

- Cac ngi dung hoc tap chinh trén lop:

+ Bit goi va phan tich gbi bang Wireshark
+ Bit gbi va phén tich goi bang Ethereal

+ Chia dia chi IP, subnetting, VLSM, CIDR
- PPGD chinh:

+ Trinh chiéu Powerpoint

+ Thuyét trinh

+ Lam mau

8.3/ Trinh bay dl;qc dac diem
cua dia chi IP, cau tric cua dia
chi IP va phan 16p cua dia chi
IP.

8.4/ Trinh bay dugc cac k¥
thuat chi mang con, VLSM,
CIDR trén dia chi IP

8.5/ Trinh dic duoc dic diém
cua IPv6, so sanh vai IPv4

-Cdc noi dung can tw hoc o nha:

+ Poc thém: ndi dung li€n quan + bai tap gido vién giao
Tai liéu hoc tdp can thiét:

+ GT cua Diane Barett and Todd King




Tuan thit 7: Chwong 6: H¢ diéu hanh mang Windows
Server (5/0/10)

- Cac ngi dung hoc tap chinh trén lop:
+ Quan 1y luu trit va hé thong tap tin
+ Quan ly User & Group

+ Quyén NTFS & Share

+ Active Directory Services

+ GPO

+ Security template

- PPGD chinh:

+ Trinh chiéu Powerpoint

+ Thuyét trinh

+ Lam mau

8.6/ Phan biét dugc mo hinh
mang Workgroup va Domain

8.7/ Trinh bay duoc dic diém
va cdu hinh duoc cac chtc nang
quan tri User, Group, OU, GPO
trén moi truong Domain.

8.11/ Thanh thao trong viéc cai
dat va ciu hinh mo hinh mang
workgroup, Domain, GPO trén
Windows Server

-Cdc noi dung can tw hoc o nha:

+ DPoc thém: ndi dung li€n quan + bai tap gido vién giao
Tai liéu hoc tap can thiét:
+ Dan Holme and Orin Thomas, Managing and

Maintaining a Microsoft Windows Server 2003
Environment, Microsoft Press, 2004

+J.C. Mackin and lan McLean, Implementing,
Managing, and Maintaining a MS Windows Server 2003,
Microsoft Press, 2004

Tuén thit 8: Thuwc hanh tai phong mdy (0/5/10)

- Cdc noi dung hoc tdp chinh trén Iop:
+ FAT, NTFS

+ Share Data

+ Quan 1y User va Group

+ Domain Controller

+ GPO

- PPGD chinh:

+ Trinh chiéu Powerpoint

+ Thuyét trinh

+ Lam mau

8.7/ Trinh bay dugc dac diém
va cu hinh duoc cac chirc ning
quan tri User, Group, OU, GPO
trén moi truong Domain.

8.11/ Thanh thao trong viéc cai
dit va cdu hinh mo hinh mang
workgroup, Domain, GPO trén
Windows Server

-Cdc noi dung can tw hoc o nha:

+ Poc thém: ndi dung li€n quan

Tai liéu hoc tdp can thiét:

8.7/ Trinh bay dugc dic diem
va cau hinh dugc céc chuc nang
quan tri User, Group, OU, GPO




+ GT cua Diane Barett and Todd King

+ Dan Holme and Orin Thomas, Managing and
Maintaining a Microsoft Windows Server 2003
Environment, Microsoft Press, 2004

+J.C. Mackin and lan McLean, Implementing,
Managing, and Maintaining a MS Windows Server 2003,
Microsoft Press, 2004

trén moi truong Domain.

8.11/ Thanh thao trong viéc cai
dat va cau hinh mo hinh mang

workgroup, Domain, GPO trén
Windows Server

Tuén thit 9: Chwong 7: Cdc dich vu mang (5/0/10)

- Cac ngi dung hoc tap chinh trén lop:
+ DNS

+ DHCP

+ Telnet

+FTP

+ SMTP

+ POP3

+ SNMP

- PPGD chinh:

+ Trinh chiéu Powerpoint
+ Thuyét trinh

+ Lam mau

8.8/ Trinh bay dugc dac diem
ctia mot s6 dich vu mang phé
bién: DNS, DHCP, FTP,...va
cai dat trén Windows server

8.12/ Thanh thao trong viéc cai
dat va ciu hinh mét sb dich vu
mang trén nén Windows Server:
ROUTING, DHCP, DNS,
HTTP, FTP,...

-Cdc ngi dung can tw hoc o nha:

+ Doc thém: ndi1 dung lién quan

Tai liéu hoc tdp can thiét (véu cau phdi thong nhdt véi
muc 11 néu trén)

+ GT cua Diane Barett and Todd King va Microsoft

8.8/ Trinh bay duoc dic diém
ciia mot sb dich vu mang phé
bién: DNS, DHCP, FTP,...va
cai dat trén Windows server

8.12/ Thanh thao trong viéc cai
dat va cAu hinh mét s6 dich vu
mang trén nén Windows Server:
ROUTING, DHCP, DNS,
HTTP, FTP,...




Tuén thir 10-11: Thuwc hanh tai phong mdy (0/10/20)

- Cac noi dung hoc tap chinh trén lop:
+ DNS

+ DHCP

+ Telnet

+ FTP

+ SMTP

+ POP3

+ SNMP

- PPGD chinh:

+ Trinh chiéu Powerpoint
+ Thuyét trinh

+ Lam mau

8.8/ Trinh bay duoc dic diém
ctia mot s6 dich vu mang phé
bién: DNS, DHCP, FTP,...va
cai dat trén Windows server

8.12/ Thanh thao trong viéc cai
dat va cau hinh mét s6 dich vu
mang trén nén Windows Server:
ROUTING, DHCP, DNS,
HTTP, FTP,...

-Cdc noi dung cdan tw hoc o nha:

+ Doc thém: ndi dung lién quan + bai tap gido vién cho
Tai liéu hoc tap can thiét

+ GT cua Diane Barett and Todd King va Microsoft

8.8/ Trinh bay duoc dic diém
ctia mot s6 dich vu mang phé
bién: DNS, DHCP, FTP,...va
cai dat trén Windows server

8.12/ Thanh thao trong viéc cai
dat va cAu hinh mét s6 dich vu
mang trén nén Windows Server:
ROUTING, DHCP, DNS,
HTTP, FTP,...

Tuan thir 12: Chwong 8: An toan mang (5/0/10)

- Cdc noi dung hoc tap chinh trén lop:
+ Céac nguyén ly an toan

+ Céac moi de doa

+ Firewall

+ IP Security

+ Web security

+ Email Security

- PPGD chinh:

+ Trinh chiéu Powerpoint

+ Thuyét trinh

+ Lam mau

8.9/ Trinh bay duoc vai tro cua
bao mat trong hé thong mang

-Cdc noi dung can tw hoc o nha:




+ Doc thém: ndi dung lién quan
Tai liéu hoc tap can thiét:

+ GT cua Diane Barett and Todd King

Tuén thir 13: Chwong 9: Tong quan vé Linux (5/0/10)

- Cac noi dung hoc tap chinh trén lop:
+ Lich sir phap trién

+ Dic diém

+ Linux shell

+ Quan ly dia

+ T6 chirc hé thdng tap tin
+ Quyeén truy xuét

+ Quan 1y User va Group
- PPGD chinh:

+ Trinh chiéu Powerpoint
+ Thuyét trinh

+ Lam mau

8.10/ Trinh bay dugc cac dac
diém co ban cuia HPDH Linux va
mot sO 1énh quan tri co ban

8.13/ Thanh thao trong viéc cu
hinh mét sé tinh nang quan 1y
va dich vu mang trén nén
Unix/Linux: Samba, DHCP

-Cdc ngi dung can tw hoc o nha:

+ Doc thém: ndi dung lién quan + bai tap gido vién cho
Tai liéu hoc tdp can thiét:

+ GT cua Diane Barett and Todd King

8.10/ Trinh bay duogc céc dac
diém co ban cua HDH Linux va
mat sO tinh ndng quan 1y va
1énh quan tri co ban

8.13/ Thanh thao trong viéc ciu

hinh mot s6 dich vu mang trén
nén Unix/Linux: Samba, DHCP

Tuén thie 14: Thue hanh tai phong mdy (0/5/10)

- Cac ngi dung hoc tap chinh trén lop:
+ Céc Iénh quan 1y tap tin

+ Phan quyén truy xuat

+ Quan 1y User va Group

- PPGD chinh:

+ Trinh chiéu Powerpoint

+ Thuyét trinh

+ Lam mau

8.13/ Thanh thao trong viéc cau
hinh mét s6 tinh ning quan 1y
vadich vu mang trén nén
Unix/Linux: Samba, DHCP

-Cdc noi dung can tw hoc o nha:

+ Poc thém: ndi dung li€n quan + bai tap gido vién cho

Tai liéu hoc tdp can thiét:

8.13/ Thanh thao trong viéc cau
hinh mét s0 tinh ndng quan 1y
vadich vu mang trén nén




+ GT cua Diane Barett and Todd King Unix/Linux: Samba, DHCP

Tuan thi 15: Chwong 10: TCP/IP trén Linux (5/0/10)

- Cac ngi dung hoc tap chinh trén lop: 8. !0/ Trinh bay dugc céac dac

+ CAu hinh TCP/IP die:em EOAbén cﬁ? HDH Li}lux va
mot sO 1€nh quan tri co ban

+ Chia sé v&i Wi ’

Chia se V'm Windows 8.13/ Thén}} thao trong viéc cau

- PPGD chinh: hinh mt s0 tinh nang quan 1y

va dich vu mang trén nén

+ Trinh chiéu Powerpoint el
Unix/Linux: Samba, DHCP

+ Thuyét trinh

+ Lam mau

-Cdc ngi dung can tu hoc o nha:

+ Doc thém: ndi dung lién quan 8.10/ Trinh bay duogc céc dac
N N Y diém co ban cia HDH Linux va
Tai liéu hoc tdp can thiét. R .. \
mot sO 1énh quan tri co ban
+ GT cua Diane Barett and Todd Kin Y
cua g 8.13/ Théln}} thao trong viéc cau
hinh mgt s6 tinh nang quan ly
va dich vu mang trén nén
Unix/Linux: Samba, DHCP

14. Dao dirc khoa hoc:

+ C4c bai lam bai tap, bai dich tir Internet néu bi phat hién 1a sao chép cta nhau s& bi trir
100% di€m qua trinh, néu & mirc d§ nghiém trong (cho nhi€u ngudi chép- 3 nguodi giong nhau tro
I&n) s& bi cam thi cuoi ky ca nguoi str dung bai chép va nguoi cho chép bai.

+ SV khong hoan thanh nhiém vu (myc 9) thi bi cAm thi va bi dé nghi ky luat trudc toan
truong

+ Sinh vién thi ho thi ca 2 nguoi — thi hd va nho thi ho s€ bi dinh chi hoc tap hodc bi dudi
hoc

14. Ngay phé duyét 1an dau:
15. Cip pheé duyét:
Trwéng Khoa Truwéng BQO MON Nhom Bién soan
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Cap nhit lan 1

Nguoi Cap nhéat

T6 trwéng bd mén

Cap nhit lan 2

Nguoi Cap nhéat

T6 trwéng bd mon
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